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 :سر فصل هاي دوره 

Administering Firewall  
 

Identify device components/functions  

 

Describe packet flow through device  

 

Describe initial configuration requirements/commands  

 

Configure local management options  

 

Configure external management devices (syslog, dns, snmp, etc.)  

 

Upgrade device software  

 

Manage configuration files (including configuration rollback)  

 

Discuss interface types/layer 1 & 2 configuration requirements  

 

 

Layer 3 Operations  
 

Configure static routes  

 

Verify routing operations  

 

Configure L3 interfaces (including loopback)  

 

Describe NAT and route mode operations  

 

Configure NAT and route modes  
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Policy Configuration  
 

Configure address book entries & address groups.  

 

Configure service parameters & service groups.  

 

Configure basic policies.  

 

Configure multi-cell.  

 

Explain & verify policy operations.  

 

Configure logging  

 

Configure schedules  

 

Configure authentication  

 

Configure counters 

 

Address Translation  

 
 

 

-src (including DIPs)  

 

Configure NAT-dst  

 

 

 

 

 

 

 


