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Why HPE Education Services? 

• IDC MarketScape leader 4 years running 
for IT education and training* 

• Recognized by IDC for leading with 
global coverage, unmatched technical 
expertise, and targeted education 
consulting services* 

• Key partnerships with industry leaders 
OpenStack®, VMware®, Linux®, Microsoft®, 
ITIL, PMI, CSA, and (ISC)2 

• Complete continuum of training delivery 
options—self-paced eLearning, custom 
education consulting, traditional 
classroom, video on-demand instruction, 
live virtual instructor-led with hands-on 
lab, dedicated onsite training 

• Simplified purchase option with 
HPE Training Credits 

HPE course number H6D08S 

Course length 5 days 

Delivery mode ILT 

View schedule, local 
pricing, and register View now 

View related courses View now 

 

*Realize Technology Value with Training, IDC 
Infographic 2037, Sponsored by HPE, January 2016 

VMware NSX: Install, 
Configure, Manage (V6.2) 
H6D08S 
This comprehensive, fast-paced training course focuses on 
installing, configuring, and managing VMware NSX®. This 
course presents VMware NSX as a part of the software-defined 
data center. You will learn how to use logical switching in 
VMware NSX to virtualize your switching environment. The 
course also details logical routing to enable you to dynamically 
route between different virtual environments. And you will 
learn how to take use gateway services, firewall configurations, 
and security services to help secure and optimize your 
VMware NSX environment.

Audience 

Experienced system or network 
administrators. 

Prerequisites 

• Understanding of enterprise switching 
and routing 

• Knowledge of TCP/IP services 

• Experience with firewalls and firewall rule sets 

• Understanding of concepts presented in 
the VMware Data Center Virtualization 
Fundamentals course or VCA-DCV 
certification 

Course objectives 

By the end of the course, you should be able 
to meet the following objectives: 

• Describe the evolution of the software-
defined data center 

• Configure and deploy VMware NSX 
components for management and control 

• Describe basic VMware NSX layer 2 
networking 

• Configure, deploy, and use logical switch 
networks 

• Configure and deploy VMware NSX 
distributed router appliances to establish 
east-west connectivity 

• Configure and deploy VMware NSX® 
Edge™ services gateway appliances to 
establish north-south connectivity 

• Configure VMware NSX L2 bridging 

• Configure and use all main features of the 
NSX Edge services gateway 

• Configure NSX Edge firewall rules to 
restrict network traffic 

• Configure VMware NSX distributed 
firewall rules to restrict network traffic 

• Configure Service Composer policies 

• Configure an identity-aware firewall 

• Describe VMware NSX data security  

• Use the cross-vCenter VMware NSX 
feature 

http://hpe.com/ww/training/vc-ncsched?id=2523
http://www.hpe.com/ww/learnvmware
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Detailed course outline 

Module 1: Course introduction • Introductions and course logistics 

Module 2: Software-defined data center • Describe the evolution of the software-defined data center 

• Describe VMware vSphere® 

• Describe VMware NSX 

Module 3: Management and control plane components • Understand the management, control, and data planes 

• Describe VMware® NSX Manager™ 

• Describe the VMware® NSX Controller™ Cluster 

Module 4: Logical switch networks • Describe Ethernet fundamentals 

• Describe VMware vSphere® Distributed Switch™ 

• Describe switch link aggregation 

• Describe VLAN 

• Describe VXLAN logical switch networks 

• Describe VMware NSX Controller replication 

Module 5: VMware NSX logical routing • Discuss routing protocols 

• Describe the VMware NSX logical router 

• Describe the NSX Edge services gateway 

Module 6: VMware NSX L2 bridging • Understand L2 bridging and use cases 

• Describe L2 software bridging 

• Describe L2 hardware bridging 

Module 7: NSX Edge gateway services • Describe network address translation 

• Describe load balancing 

• Describe high availability 

• Describe Virtual Private Networking 

• Configure L2 VPN 

• Configure IPSec VPN 

• Configure SSL VPN-Plus 

Module 8: VMware NSX firewall and security services • Describe the NSX Edge firewall 

• Describe the VMware NSX distributed firewall 

• Describe VMware NSX data security 

• Describe the Service Composer 

• Describe the identity-aware firewall 

Module 9: Cross-vCenter VMware NSX • Understand the cross-vCenter VMware NSX feature 

• Identify the benefits of the cross-vCenter VMware NSX feature 

• Configure the cross-vCenter VMware NSX feature 

• Discuss the deployment models for cross-vCenter VMware NSX 
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Learn more at 
hpe.com/ww/learnvmware  

https://www.facebook.com/search/top/?q=hpe%20technology%20services
https://twitter.com/HPE_Education
https://www.linkedin.com/company/3696898?trk=tyah&trkInfo=clickedVertical:showcase,clickedEntityId:3696898,idx:3-1-3,tarId:1468414966981,tas:hpe%20technology
http://www.hpe.com/ww/edublog
http://hpe.com/ww/contact/edu
http://www.hpe.com/ww/learnvmware
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