
 

 

 ساعت 140مدت دوره:               Pack Security سرفصل دوره :

 General Security Concepts 

 Identifying Potential Risks 

 Infrastructure and Connectivity 

 Securing the Network and Environment 

 Security Policies and Procedures 

 Security Administration 
 Networking Security Concepts 

 Implementing AAA in Cisco IOS 

 Fundamentals of AAA 

 Identity Management 

 EAP Over LAN (Also Known As 802.1X) 

 Non-802.1X Authentications 

 Introduction to Advanced Concepts 

 Cisco Identity Services Engine Architecture 

 Authentication Policies 

 Authorization Policies 

 Implement Wired and Wireless Authentication 

 Web Authentication 

 Implementing and Configuring Cisco IOS Routed Data Plane Security 

 Implementing and Configuring Cisco IOS Control Plane Security 

 Implementing and Configuring Cisco IOS Management Plane Security 

 Implementing and Configuring Network Address Translation (NAT) 

 Implementing and Configuring Zone-Based Policy Firewalls 

 Cisco ASA Adaptive Security Appliance Overview 

 Working with a Cisco ASA 

 Configuring IP Connectivity 

 Managing a Cisco ASA 

 Using Address Translation 

 Controlling Access Through the ASA 

 Inspecting Traffic 

 Handling Traffic 

 Introduction to Cisco IOS Site-to-Site Security Solutions 

 Deploying VTI-Based Site-to-Site IPsec VPNs 

 Deploying Scalable Authentication in Site-to-Site IPsec VPNs 

 Deploying DMVPNs 

 Deploying High Availability in Tunnel-Based IPsec VPNs 

 Deploying an AnyConnect Remote-Access VPN Solution 

 Advanced Authentication and Authorization of AnyConnect VPNs 

 Deploying a Clientless SSL VPN Solution 

 Advanced Clientless SSL VPN Settings 

 Advanced Authorization Using Dynamic Access Policies 


