S, . e’
Sh 199 & 3970 Lmmig
) o S5 4] 9 a2l oy gl

L o 0l b T caadi glb 0)g0 ]
VP VYAFFYA 1 Lo auwlid

e € (5 3l y i) sal 0 9
APA- IUTcert 602

CSIRT) Computer Security Incident e s S 8 ol (La L) sl slas ) Scales (S) 505 S

AS L AlilBa 5 (S oo ufala abila g le Jlu So 5048 23 S e 33Ul a5 R4y 500 wResponse Team)
4 e e e oli € sy 93 ) 53 2l eage |y e Dl Jali g ad g8 sliad ja 4t K )y gea el Gl ga
) J.LIJL\.:: DJJJO:I\ ;\n.k.nda.a&‘).u J}J@ﬁ;‘dﬁ@b)h&u};@ﬂ

bl Cuial dlaal S e &\}3\ L @Luﬂ

b3 50 lpaadi s COSET  xe e

sl Cuial alaal S e Gy e g s yaile) o gad B e e
Gledd s Lms A re o

Computer Security Incident Response Team
(CSIRT)

Part of the Network security glossary:

A Computer Security Incident Response Team (CSIRT, pronounced "see-sirt") is an organization
that receives reports of security breaches, conducts analyses of the reports and responds to the
senders. A CSIRT may be an established group or an ad hoc assembly.

There are various types of CSIRTS. An internal CSIRTS is assembled as part of a parent
organization, such as a government, a corporation, a university or a research network. National
CSIRTSs (one type of internal CSIRT), for example, oversee incident handling for an entire
country. Typically, internal CSIRTS gather periodically throughout the year for proactive tasks
such as DR testing, and on an as-needed basis in the event of a security breach. External CSIRTs
provide paid services on either an on-going or as-needed basis.

CERT (Computer Emergency Readiness Team) lists the following among the roles of CSIRT
members:

e Manager or team lead.
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Assistant managers, supervisors, or group leaders.
Hotline, help desk, or triage staff.

Incident handlers.

Vulnerability handlers.

Artifact analysis staff.

Platform specialists.

Trainers.

Technology watch.

The specific services provided vary from one CSIRT to another. A computer security incident
can involve a real or suspected breach or the act of willfully causing a vulnerability or breach.
Typical incidents include the introduction of viruses or worms into a network, DoS (denial of
service) attacks, unauthorized alteration of software or hardware, and identity theft of individuals
or institutions. Hacking in general can be considered a security incident unless the perpetrators
have been deliberately hired for the specific purpose of testing a computer or network for
vulnerabilities. (In that case, the hackers can form part of the CSIRT, in a preventive role.)
CSIRTs may provide proactive services, such as end-user security training, besides responding to
incidents.

Response time constitutes a critical consideration in assembling, maintaining and deploying an
effective CSIRT. A rapid, accurately targeted, and effective response can minimize the overall
damage to finances, hardware, and software caused by a specific incident. Another important
consideration involves the ability of the CSIRT to track down the perpetrators of an incident so
that the guilty parties can be shut down and effectively prosecuted. A third consideration
involves "hardening" of the software and infrastructure to minimize the number of incidents that
take place over time.

Alternate terms for CSIRT include CIRC (Computer Incident Response Capability), CIRT
(Computer Incident Response Team), IRC (Incident Response Center or Incident Response
Capability), IRT (Incident Response Team), SERT (Security Emergency Response Team) and
SIRT (Security Incident Response Team). Internal CSIRTs often use one of the terms along with
an identifier. The national CSIRT in the United States, for example, is US-CERT.

This was last updated in August 2012
Contributor(s): Stan Gibilisco

Posted by: Margaret Rouse
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Related Terms
Definitions
e web server security

- Web server security is the protection of information assets that can be accessed from a
Web server. (SearchSecurity.com)

¢ Common Vulnerabilities and Exposures (CVE)

- Common Vulnerabilities and Exposures (CVE) provides unique identifiers for publicly
known security threats. (SearchFinancialSecurity.com)

e evil twin

- An evil twin, in security, is a rogue wireless access point that masquerades as a
legitimate hot spot. (SearchSecurity.com)

Glossaries

e Network security

- Terms related to network security, including definitions about intrusion prevention and
words and phrases about VPNs and firewalls.

e Internet applications

- This Whatls.com glossary contains terms related to Internet applications, including
definitions about Software as a Service (SaaS) delivery models and words and phrases
about web sites, e-commerce ...

Dig Deeper

Continue Reading About Computer Security Incident Response Team (CSIRT)

e Carnegie Mellon's Software Engineering Institute explains how a CSIRT works, and how to
effectively organize, maintain, and deploy one.
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People Who Read This Also Read...

e Defining an incident response process when short staffed

e CIRT is an essential security strategy for every Indian organization
e NIST incident response plan: Four steps to better incident handling
e Developing an incident response plan

e How to assign responsibilities for a CSIRT
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